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Abstract. We describe a cryptographic protocol consisting of two entangled beams of squeezed light which
makes use of statistical tests to deduce the secret key bit. The sender (Alice) encrypts a secret key by mod-
ulating the phase of the beam sent in public by the receiver (Bob) who keeps the other beam private. The
knowledge of the degree of non classical correlation between the beam quadrature components measured
in private and in public allows only Bob to decrypt the secret key. With a view towards absolute security,
we formally prove that any external intervention from an eavesdropper (Eve) during the communication
process introduces necessarily some modification susceptible to be detected. Statistical confidentiality tests

are proposed to detect the presence of Eve.

PACS. 03.67.Dd Quantum cryptography — 03.67.Hk Quantum communication — 42.65.-k Nonlinear optics

1 Introduction

Quantum cryptography based on EPR correlation of
continuous variables [1-7] provides a serious alternative
to the more conventional methods using single photon
pairs [8-10]. The use of intense photons beams presents
many technological advantages and could cost less in com-
parison to the use of single photon pulses. First, the re-
alisation of a beam pair EPR correlated in the quadra-
tures presents less difficulties than that still encountered
in the realisation of a beam which controls the produc-
tion of a single pair of photons. Second, the dark counting
phenomenon makes detectors much more efficient to de-
tect many photons beams than one single photon. Even
a protocol using continuous variables has been recently
proven to be secure [6] as in the case for single photon
systems [10-12].

In a previous paper [1], a quantum cryptography
scheme using continuous variable was proposed allowing
an invisible transmission of secret information. It consists
of two EPR-correlated beams. One of the beams is used
by the sender (Alice) to encrypt a secret information. The
other beam is used by the receiver (Bob) to decrypt the
secret information through the results of quadrature com-
ponents measurement. It has been proven that, with this
scheme, any intervention of an eavesdropper (Eve) is vul-
nerable to any subsequent detection of the secret informa-
tion by Alice and Bob.

In this paper, we aim at developing more thoroughly
the security considerations of this scheme by showing how
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the vulnerability could be effectively detected by Bob. A
theorem imposes some conditions to Alice and Bob which
allow to detect any modification introduced by Eve. These
conditions involve random modifications on the parame-
ters of the system which force Eve to modify the form of
the probability distribution of the measured quadratures
if she tries to obtain some secret information. A second
theorem extends these considerations when the transmis-
sion channel of the quantum signal is lossy but only in the
case of a single attack. The loss occuring in the channel is
modelled by a quantum master equation [4].

Based on these theorems, we propose a protocol for
sharing a key between Alice and Bob which makes use of
statistical tests by Bob to deduce the key bit. Since some
experimental constraints prevent to carry out a measure-
ment on an exact quantum eigenstate, any secret shared
bit is obtained by doing many measurements on a quan-
tum state different from an eigenstate. Indeed, the exper-
imental difficulties associated to the realisation of a high
squeezing parameter [7] and the important losses gener-
ated during the transmission have the undesirable con-
sequence to create a strongly imperfect eigenstate of the
measured observables. In such circumstance, as long as
some quantum and classical noises are generated, no per-
fect EPR anti/correlation is observed by carrying out only
one quadrature components measurement as in the case
of single photon pairs. Therefore, a scheme similar to the
E91 protocol fails to work when the experimental system
presents such strong imperfections [8]. For this reason, any
shared key bit is obtained from an average over many mea-
surements of the quadratures. Some statistical tests are
performed on the collected set of measurements and allow
to determine the key bit and if eavesdropping has occured.



220

ALICE BOB

a1l gpr

PUBLIC
BEAM a PRIVATE
2} BEAM
DECRYPTION
| Zr B
ENCRYPTED

KEY

Fig. 1. Quantum cryptographic scheme with continuous
variables.

Unlike the usual protocols in quantum cryptography, no
data measured in a different basis by Alice and Bob are
discarded in the proposed protocol but are used as a part
of the information in order to deduce the key bits. Only
some data are discarded in order to check the bit error
rate. Such a new approach has the advantage to allow the
use of a low value for the squeezing parameter.

The paper is divided as follows. The second section
gives a description of the quantum cryptography scheme.
The third and fourth section relate about the security of
the scheme but, in the fourth section, the effect of a lossy
quantum channel is taken into account. Section 5 concerns
a possible practical protocol for key bit sharing.

2 The quantum cryptography scheme

Let us start with the description of the scheme illustrated
in Figure 1 [1]. Suppose that Alice wishes to send a secret
key to Bob. To this purpose, Bob produces an EPR state
consisting of two entangled beams characterized by the
photon annihilation operators d; and as [13]. Written in
occupation photon number representation, this state has
the form:

%) = 510)1]0)2 = Y caln)ln)a (1)

where S = exp(rads — T&J{&;) and ¢, = (tanhr)™/ coshr

and r is the squeezing real parameter. Bob then sends
beam 1 to Alice and keeps private beam 2. All the infor-
mation available to Alice can be extracted only from the
diagonal density matrix resulting from the partial trace of
the total wave function over the unknown beam 2:

pr=Teo(0)(2]) = 3 Jen?In) 1 (n].

n=0

(2)

With the beam received from Bob, Alice encrypts the se-
cret information by making the unitary transformation
M = exp(i#ala,) where 0 carries the key bits. This trans-
formation modifies the total wave function (1) but not the
density matrix (2).

Then Alice and Bob carry out a measurement on the
quadrature component observables on the beam 1 and 2
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respectively:
Zy =e 0ag, 4 eleAdI

5 _ 7i93A 193"1'
Joy—e az +e7Fa;

(3)
(4)
where 64 = ¢4 + 0. ¢4 and Op are the phases introduced
by Alice and Bob. 8 must remain private to Bob whereas
the result of the measurement of Zlf and ¢4 must be com-
municated in public to Bob at some stage of the protocol.

Although the EPR state is not an eigenstate of these
operators, the uncertainty in the quadrature difference
Z_ = 21/ — 22 is close to zero as the squeezing parameter
r becomes large and 04 + 05 = 0. We notice indeed from
the expressions that for r > 1:

0% () = (W|62Z_|w) (5)
= 2cosh(2r) —2cos(84 + 0p)sinh(2r)  (6)
o . 5 (0a+6B)
2 4sinh(2r) sin® — (7)

The same happens for the quadrature sum Z+ =71+ 75
but for different phases. The uncertainty is close to zero
when r is large and 64 + 0 =

o} (0) = (P|8*Z, W) (8)

= 2cosh(2r) +2cos(64 + 0p)sinh(2r)  (9)

= 4sinh(2r) sin? M;”)- (10)

On the other hand, supplementary/opposite phases gen-

erate, for strong squeezing, a quantum uncertainty which

appears under the form of fluctuations during the mea-
surement of the quadrature difference/sum.

In this manner, the secret key contained in 6 is ob-
tained by determining the intensity of the noise resulting
from these fluctuations [13]. The joint statistics of many
measured quadrature components allows only Bob to esti-
mate o3 (#) and o2 (#) and therefore determine 6 from (6)
and (9) since 0p, r and ¢4 is known to Bob. In this statis-
tical problem, two questions should be answered. First, we
must find what is the best value or estimator 6 of 6 that
fits these data. Second, we should evaluate the statistical
error in the estimation 6. More precisely, given a probabil-
ity of confidence p, we should ensure that 6 cannot be any
other value permissible by the protocol. For any question
of that kind, there is not an unique and rigorous answer
but some recipes [14]. In this context, we should also de-
termine what is the best one or what is the recipe which
presents a maximum of practical advantages.

The security of the scheme is based on the fact that
both r and 0 are kept secret. Eves becomes vulnerable
to any subsequent detection because any perturbation she
is introducing without knowing r and 6p is modifying the
joint counting statistics [1].

3 A theorem on Eve’s detection

Let us now discuss the matter of detection of Eve’s attack
by Alice and/or Bob. Let Z1, and Z5 be the observables
measured by Alice and Bob respectively.
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Fig. 2. Schematic set-up of Eve’s attack.

Suppose that Eve tries to have access to the beam 1
as in the Figure 2 and thus modifies it by means of an
unitary transformation:

ap =Uta,U. (11)
The unitary operator U could depend on other external
degrees of freedom (observables) introduced by Eve as an
Ancilla. For example, Eve uses another photon beam or
other modes of the same beam taken at a different time or
even a detector in view of a measurement on the beam 1.
We denote by |v) a basis of the Hilbert space character-
izing these external degrees of freedom and assume that
|0) is the initial state before the modification. Then the
state after the unitary transformation is U|¥)|0). Let us
define the joint probability distribution to find the system
with the values z; and z9 of the quadrature component
observables Z;, and Zs:

P(Zl/, 22) = <LD|(5 (21/ — Zy) ) (ZQ — Zg) |Q7> . (12)
This function can be calculated (see appendix). The
result is:

(14 22)* (21— 22)°
202(6)  202(0)

moy (0)o(0)

(&
P(Zl’ ) 22) =

(13)

After the encryption of Alice with the value of the angle
04 = 0s and an eventual intervention of Eve, the proba-
bility distribution becomes

Pg(z17,22) =

(o|@|Uts (21,—21,) 5 (22—22) U 0)]g,—s.  (14)

Then Bob receives the secret information. He is expected
to observe Zlf and Zg to follow a probability distribution
parameterized by the value of the angle 84 = 6 possibly
different from fg:

Pp(z17,22) =

(w5 (21/ - 21«> 5 (22 - 22> WY lg, o (15)

In principle, the secret information received could depend
on the other parameters sent by Alice g = 0r(6s,05,7).
To avoid being detected, both probability distributions
must be equal for the particular values of r, g and 0p
chosen by Alice and Bob. Since these values are unknown
to Eve, she cannot exclude any possibility and is forced
to ensure equality for all of these values. But this strategy
does not work as it is shown by the following theorem.
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Theorem 1

If we require that the probability distributions (14)
and (15) remain unchanged by Eve and this, for all values
of 0, for at least two different values of  and for at least
two different and not opposite values of 04 = pa+60 = Og,
then U must be a phase transformation on the beam 1
which does not introduce an interaction effect between |¥)
and |0), i.e.

(v 1(n’|U|n>1|O> = 5n/7ne715uy (16)

where u, are coefficients of the projection onto the state v
which do not depend on n.

From this theorem, we conclude that Eve could only
modify g into z = s + § and make it unreadable to
Bob. Otherwise she is susceptible to be detected since
the probability distribution is not the one predicted
by the theory and therefore she cannot safely extract
information. The only additional requirement is that r
and 6 must be a random number.

Proof. Let us examine the consequence of

PE(le,ZQ) = PB(Zl',ZQ). (17)

Taking the Fourier transform on z; and z, the equa-

tion (17) becomes (we insert the explicit dependence 64
in Zl/):

(O[T el @) 12221 0) =

<y7|ei21/(93)31+i22$2 7). (18)
This equality should be satisfied for any value of the pa-
rameters r, s1, 2, and fp and at least two different and
non opposite values of fg. Let us first determine the de-
pendence of Or(0s,0p,7). It is legitime to make a Taylor
expansion in s; and s, since each term of the serie is finite
in the r.h.s. of (18). For each order of the expansion, the
coeflicients of the expansion must be equal. In particular,
for the coefficients linear in the quadrature,

O@|U1 20 (65) 220 1)10) = (#| 21 (0r) Z2|0). - (19)
Using the explicit expression for the wave function (1) and
the Bogoliubov relations (81, 82), we notice that since
photons are produced in pairs (¥|alas|¥) = 0 and that
the only non zero in the r.h.s. is A = <LZ/|€LJ{€L£|LZ/> =

sinhr coshr. Thus, using the explicit expression for the
quadratures (3), (4), the equality (19) becomes:

cos(0r + 0p) = oy cos(fs + O0p + 9)

+ agcos(fs — O +4")  (20)
where a1 = Aj/A, ay = Ay/A, A0 =
O|(w|UtalalU|w)|0) and Aye'® = (0[(@|UtalayU|w)|0).
Combining this result together with the explicit expres-
sion (85) (see appendix)
<gp|eizll(eR)Sl+i2282|W> —

e~ 3 [cosh(2r)(s?+s§)+sinh(2r) cos(Or+0p)2s1 32] (21)
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and defining the complex variables

a = a1el0H05) 4 oo 1(0H0s) — |g|ei (22)
we notice also that:
<y7|eizlf(¢)|a\81+i2282|Q/> =
e %[cosh(2r)(|a\252+52)+smh(2r)(ae‘93+a*e_'93)25152] (23)

Proceeding to the identification between (21) and (23), we
rewrite the r.h.s. of (18) in a form in which the explicit

dependence in g appears only in Zo:

<W|ei21l (93)81+i22$2 |W> —

675(14&\2) cosh(2r)s? <Lp|eizlz(¢)\a|sl+12252 7). (24)

Having obtained an explicit dependence in fp in Zg, we
redefine the compleX parameter E=¢Ex+iéy = €5y, in
such a way that Z252 §a2 + £*Gs. Let us introduce:

Tn,n’ (Eag*) = 2

A calculation [1] shows that for all occupation number n
and n’ of the beam 2:

/ﬁTnn (£, 6%)e i(¢al+€*az)

Since the equality (18) is valid for all values of the com-
plex parameter £, we can apply the transformation (26)
using (24) and the exponential term containing Zosy is
transformed into |n)s 2(n’|. Using the property of entan-
glement in (1), we eliminate the states describing the sec-
ond beam since U does not affect beam 2. We obtain for
all occupation numbers n and n’ for beam 1:

('] 1805+ 82) ), (25)

= [n)2 2(n’]. (26)

(O] 1 (/|02 @)1 7|y 1 |0) =

efé(lf\a|2)cosh(27’)sf1<n/|ei21/(¢)|a\sl|n>1 (27)
or in operatorial form
<O|UTei21/(95)81 U|O> —
o~ 3 (1=]al?) cosh(2r)s? yis1 Zy/ (9)]a| (28)

Since r is kept private to Bob, the unitary transformation
U introduced by Eve should not depend on that param-
eter. This implies that the r.h.s. of (28) does not depend
on 7. In order to satisfy that requirement for all s; and at
least two distinct values of 7, & must necessarily not de-
pend on 7 as well. Thus, the only possibility to satisfy (28)
is that |a|? = 1 or, more explicitly, using (22):

o2 4 a2 + 20qa cos(6 + 6 4 205) = 1. (29)
Since (29) holds for any value of g, the last term of the
Lh.s. is canceled and we are left with the two possible cases
a; =1 and az =0 or a; =0 and ay = 1. Let us analyse
the two cases separately and show that only the first case
is of relevance since the second case leads to an absurdity.
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Case 1: o = €i(6+6s)

We define V = e%@181 which is a phase transformation of
an angle § such that Va, V't = e %4, so that the equal-
ity (28) becomes:

— VeiZl/ (0s)s1 VT

(0|t eiZr )1 77|0) (30)

We reverse all the unitary operators in r.h.s. to the lLh.s.
of (30) and express the matrix elements over the states
1(n/| and |n); to get:

<0| 1<n/|WTei21/(95)sl We—121/(95)31 |TL>1 |0> _ 6n’,n (3]_)
where W = UV. We write the explicit dependence of
W on the observables associated to the first beam as
U(Zy(Hs) Zf;(@s)), where Zl/(GS) = Zlf(ﬂs +7/2) =

(a1¢7%s — alei?s) /i is the observable canonically conju-

gated to Zi (0s). The exponential operator is the genera-
tor of translations:

o2 0091 7k (gg)em 12w 0 = Zih(95) — 251 (32)

Equation (31) becomes (omitting the dependence on fg):

(O] 1 (/| W (21 Zl%) W (21 21%7281) 12)1]0) = 6, .
(33)

Because two normalized states with unity scalar product
are necessarily equal, we infer that for all s; and n and
the particular angle fg used by Alice:

W (21, 28 ) Inn10) = W (Zur, 2 = 251) Inha[0). (34)

To satisfy (34), the expression (v|W (Zy(ﬁs)) |0) should

only depend on Z1/(0g). If Alice chooses to measure be-
tween at least two distinct and non opposite quadratures
then (v|IW|0) should depend on two distinct quadratures.
Since the quadratures are independent, the only possibil-
ity is that (v|W]0) = u, is a constant independent of any
observable relative to the beam 1. Using the definition
of W = UV and multiplying by the inverse transforma-
tion V!, we obtain finally: (v|U|0) = e~i0alary, which is
equivalent to equation (16).

Case 2: a = e~ #(8'+65)
In a similar way to the case 1, we define V' = e-idafa
and, from equation (28), we establish the relation:

<0| 1<nI|W,Tei21/(95)81 W/e—iZl/(—Gs)sl |n>1|0> — 5”’,’”
(35)

where W’ = UV’. Again observing that two normalised

states whose scalar product is unity should be equal, we
must obey for all s; and n:

W/ [n)1|0) = e'Z 9)s17j/ o120 (=0)s1) o) - (36)
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Let us define the position and momentum operators Q =
Zu(0s = 0)/v2 = (al + a{) /N2 and P = Zy(0s =

7/2)/V2 = (dl - dl{) /\/2i verifying [Q,P} = i. Let us
define the associated eigenstates |Q) and |P) such that
QlQ) = Q|Q) and P|P) = P|P). Finally, let us define the
operator W, = (v|UV’|0) possibly depending on @ and P.
Replacing |n); by |@Q) in (36) and taking the bra (v[(Q’|,
we deduce:

<QI|WV|Q> — <Ql|eizlz(Gs)slwuefiZAl/(st)sl|Q> . (37)
Taking the first order term expansion in s; we get:
(@1 (20(05)W, — W, Z0(~09)) 1Q) =0 (38)

or more explicitly noticing the relation 21/(95) =

V2 (COS 95@ + sin 95]5)

(Q" = @(Q'[W,|Q) cosbs

Q] (PWV n Wyﬁ) 1Q)sinfs = 0. (39)
If the last expression must be valid for at least two differ-
ent and non opposite value of fg then obviously the two

coefficients of the trigonometric functions must be equal
to zero i.e.:

(@ — QUQ'W,|Q) =0
Q| (P, + W, P) |Q) = 0.

(40)
(41)

The first equation (40) means that for Q # Q' W, is diag-
onal and a function only of the position operator W, (Q)
Using this property into the second equation (41), we get:

(W @)+ W(@) (@1PIQ) =0.  (42)
Since the matrix element is different from zero for Q = @Q’,
we should necessarily conclude that W, (@) = 0 or that the
second case is impossible.

The facts that the probability distributions must be
equal for any value of #p and r and that the second
beam has been kept private have permitted to achieve the
demonstration. If the value of §p remains fixed, the linear
transformation cannot be carried out since the integration
in (26) must be done over all £. If on the other hand r is
fixed then (29) is not necessarily valid. Finally, if Eve has
access to the second beam, then the unitary operator de-
pends on dy and @) and the passage from (18) to (27) is
not necessarily valid.

4 Generalisation in presence of losses

The losses are due to the absorption of photons in the
public beam channel. We study this effect by modelling
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the loss on a damping channel by means of the master
equation [4,6]:

p(t) = Lp(t) = T (&1ﬁ<t>ai ~ Lalana(e) - %ﬁ(t)aial)
(13)

where p(t) is the density matrix associated to the two
beams 1 and 2 and such that p(t = 0) = [Z)(P|. ' = ke
is the decay rate and is equal to the attenuation length
k~1 (typically of the order of 10 km) multiplied by the
velocity of propagation c¢. The solution of this equation
has the formal expression:

p(t) = ' [5(0)]

In [6], some useful properties have been shown. We deduce
indeed that:

(44)

where:

(0) = tr12(06(t)) (46)

denotes the expectation value of the operator O at time
t and trio means that the trace has been done over the
beam 1 and 2. Integrating from the time ¢ = 0 where Bob
has produced the EPR beams until the time ¢t 45 where
Alice has received it, we find:

<a{’“aﬁ> — o~ 3(+DTtan <d{’f@§> (47)
taB 0
By expanding in power series, we deduce
(f(ada) ) =(r(calca) ) (48)
taB 0

where ¢ = e Tt48/2 and f is an analytic function. The

notation : f : means normal ordering where all the d]; are
placed to the left and all the a; are placed to the right. In
particular using the property:

.5 . i04 AT - —i0 4 A 2
eiZi(Ba)s1 _ gisie’ AaIelsle Waay ,—s7/2

e (49)

we deduce

<ei21/(9A)81+i2282> _ e—(1—<2)3§/2 <ei21/(9A)<Sl+i22$2>
0

— e—[(1—(2)s?+cosh(2r)(C2sf+s§)+2sinh(2r) Cos(@A—&-BB)Cslsg]/Q.

(50)

taB

The inverse Fourier transform defined in the appendix
gives the probability distribution:

(vz1 — 7 122)?
202 (0)

(vz1 + 77 129)?

207 0)
7o+ (0)7_(0)

€
P(Zl’ ) 22) =

(51)
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where

[, 1=¢2 7"
7= [C + cosh(2r)]

and the variances get modified by the expression:
ai(9) = <52 (721 + 7*122) >tA
B
= 2y% cosh(2r) + 2 cos(04 + Op)Csinh(2r). (53)

Let us reexamine the possibility of an intervention of Eve
who is trying to intercept the public beam. We can ap-
ply a reasoning similar to the case without losses. Since
the time for the signal to travel between Bob and Alice
is tap, let us suppose that Eve makes a single attack i.e.
she intercepts only at one position in the communication
channel such that the time needed for the signal to travel
from Bob is tgp and to reach Alice is to4g = tap — tEB-
This particular case excludes other possibilities of multi-
ple attacks in which Eve intercepts at many positions. In
that situation, after the encryption of Alice of the mes-
sage 4 = Os and an eventual intervention of Eve, the
probability distribution becomes:

Pg(21/,22) = tr12(8(21 — Z1)8(22 — Z2)pE(tas))|o.—os
(54)

where
pi(tas) = tr, (€12 [U10) =2 ()@ (0[01])  (55)

and where tr,, denotes the trace over the other degrees
of freedom introduced by Eve as an Ancilla. Then Bob is
expected to measure Zlf and Zg which follows the proba-
bility distribution:

Pp(z1/, 22) = tr12(6(21 = Z1)3 (22— Z2) p(t a)) |0 a0 -
(56)

Theorem 2
The theorem 1 is verified in the presence of losses i.e.
when the probability distributions are replaced by (54)
and (56).

Proof. The demonstration proceeds in the same way as the
case without losses. After taking the Fourier transform, we
collect the first order term of expansion in s; and so. We
deduce the relation (20) with an appropriate redefinition
of the parameters. We arrive at a relation similar to (24):

<ei21/(9R)81+i2282> —
taB
e 1(1—||?) cosh(2r)¢?s? <ei21/ (¢)|a|s1+iZ2s2 > (57)
taB
Applying the transformation (26) and using (1, 44, 55),
we eliminate the state describing the second beam. to find

a relation generalizing (27):

try, (eiZl’(GS)SleLtAE [ﬁ|0)e£tEB[|n>1 1<n'|]<O|IAJTD =
e~ 3 (1=laf?) cosh(2r)C%s ¢ (ei21/(¢)|a\sle£t,43[|n>1 1<n/”) .

(58)
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Since 7 is kept private to Bob, by a reasoning similar to
the cases without losses, we conclude that |a|? = 1 and
the only possible form for (58) is:

tray (20 @)Ltz [T710)e125 [In)y 1 ' OJ0T] ) =
try (2 04Dt (o)) (59)

Using the relation (50) but applied to the interval of time
tap, we can reexpress (59) in the form:

tray (20 @Iam ({710} [In) 1 o' OJ0T] ) =
try (eizll(i93+5)<AEsleﬁtEB[|n>1 1<n’|]) (60)
where (4p = e *42/2, Equation (60) is valid for any n

and any n'. Thus, the expression |n); 1(n| can be replaced
by any density matrix p;. In particular, we can choose:

pr = e 5B )y 1 (. (61)

Inserting that expression into (60), we arrive finally to a
relation identical to (27) except that s; has been replaced
by (agsi. Following similar steps to the case 1 and 2 of
the previous theorem, the theorem including the presence
of losses is demonstrated.

5 Example of a bit transmission

Let us illustrate how the previous theorems can be effec-
tively applied to realise a protocol which transmits secret
bits of information. Let us consider that the EPR beams
are made of entangled pulses and that the results of NV
independent (uncorrelated) measurements obtained by a

homodyne detection are given by Z{(i) (1 <i<N) for
Alice measuring with an angle 05{) = X) + 6 and Z,®
for Bob measuring Hg) [7]. Suppose that during each mea-

surement, the squeezing parameter (Y and the phase Hg)
chosen by Bob are kept private to him and susceptible
to be different for each measurement. These two require-
ments are suggested in order to guarantee security during
the transmission by the strict application of the assump-
tions of the theorem.

Assume the transmission is made of bits with value 0
when # = 0 and 1 when 6 = 7/2. Then we need to check
that one of the value § = 0 or § = /2 is compatible with
the data using statistical tests.

5.1 Variance tests

We start by noticing that the observables:
a(0)

V(/L‘)ZAff) _ ,y(i) —125‘)
o (6)

7{(0)

Y, (0) =
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Table 1. Possible results for variance tests.

0 = 0 accepted

0 = 0 rejected

0 = w/2 accepted

The data does not allow to distin-
guish between the two. More data
is needed to make the distinction.

If eavesdropping has not occurred,
0 = /2 is the value that Alice has
encoded.

6 = w/2 rejected

encoded.

If eavesdropping has not occured,
0 = 0 is the value that Alice has

If Alice has really between 6 = 0
or 0 = w/2 then eavesdropping has
occured.

where
) 1— CQ 1/4
O 24— > 64
7 [C + COSh(Z?“(Z)):| (64)
and
o0 (0) =

\/27(")2 cosh (2r()) £2( cos (9?4—9%)) sinh (2r())  (65)

follow a normal reduced distribution (with variance equal
to unity). As a consequence, the observable:

N
ZY 1)2

follows a Chi square distribution with 2N degrees of free-
dom. For large N,

¥,%(0) (66)

X2(0) — 2N
VAN

follows a normal reduced distribution. The statistical test
consists in checking the plausibility of the value § = 0 by
verifying if the observed value x2 (0 = 0) of ¥*(6 = 0)
is within an interval of confidence with probability p. We
define [, such that:

(67)

Prob <|f<2(9 j%_ 2N lp> =p (68)
erf(1, /v/2) = / dee €l =p  (69)

with [x2,,(0 = 0) — 2N|/V4N < I,,. If the observed value
is not within this interval then within the probability p of
confidence, we can reject the value 6§ = 0.

In order to decide if the value of 6 is wrong or if eaves-
dropping has occured, another identical test is realised
for & = w/2. These two tests leads to four possibilities
with four possible conclusions with a probability p of con-
fidence: see Table 1.

The number N of measurements, necessary to choose
between one or the other value of § with a probability p of
confidence, can be estimated in the following way. Suppose
that we test the value § = 0 knowing that the observables

follow a normal distribution but with a value @ = 7/2. The
variance of the observed values corresponds on average
to the mean variance but with § = 7/2 and we estimate
20420 05:) (0 =n/2)and 2P -2 ~ o' (0 = 7/2).
In these conditions, an order of magnitude for the observed
Chi square can be evaluated:

=7n/2) %0 =n/2)
XObs 9 = O Z (1)2 ) + 08)2(9 : 0) .
(70)
Let us assume that the sets r(® and ¢%) + Qg) are

distributed according to the probability distribution
g(r,pa + 0p) with

00 27
/ dr d(¢A+93)g(r, (;5,4,93) =1. (71)
0 0

If the set of values of qbfi) + Qg) are uniformly distributed
over the interval 0,27, g(r,pa + 0p) = g(r)/(27) de-
pends only on the squeezing parameter r. For N large, we
can replace in good approximation the sum by an integral
over the distribution function g(r, ¢4 + 0p) = g(r)/(27)
depending only on the squeezing parameter r

o) 27 d 0
Xobs(f = 0) ~ N/o dr/O wg(r)
(D2 _
X [U;(i)(f(g__w(/);) +
+

The integral over fp can be carried out and we get more
simply:

a(_i)z(ﬁ =m/2)
O'(_i)2(9 =0)

(72)

X0 =0) =2V [ drg(r
0

(1 — ¢2) cosh(2r) + ¢2 (73)

" \/(1 — ¢2) cosh(2r) + ¢2 cosh?(2r)
Thus, on average, the observed Chi square function is
much greater than 2N since the square root term in (73)
is always greater than unity. If we allow only two possible
values for the squeezing parameter r; and ro with equal
probability 1/2 of occurrence then

g(r) = %5(r77"1)+%6(7"77"2). (74)
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Table 2. Possible results for normality tests.

0 = 0 accepted

0 = 0 rejected

0 = 7/2 accepted

The data does not allow to distin-
guish between the two. More data

0 = /2 is the value that Alice has
encoded.

is needed to make the distinction.

6 = w/2 rejected
encoded.

0 = 0 is the value that Alice has

If Alice has really between 6 = 0
or 0 = w/2 then eavesdropping has
occured.

Given a probability p of confidence, the application of re-
lations (68, 69) allows to express the number of measure-
ments which must be carried out in order to reject the
assumption § = 0 and admit that § = 7/2 is the correct
value:

orf Z N(¢=2 — 1) cosh(2r) + cosh?(2ry,)

—2
k=1,2 8(¢ 1) cosh(2ry) + 8

- %):p. (75)

For example, let us choose the two values of squeezing such
that cosh(2r1) = 2 and cosh(2rz) = 3 and the distance be-
tween Alice and Bob of 14 km (¢ = 0.5 for k=1 = 10 km).
If we require a probability of confidence such that the error
rate is 1 —p = 10712, then we estimate that N ~ 20 with-
out the presence of losses and NV ~ 700 with the presence
of losses.

Once 0 is determined, we test if the shape of the
observed probability distribution is compatible with the
one predicted by the theory. Let us assume that the ob-

servables Yl(z) (0) and YQ@ (0) are known up to an error
€. This error is limited by the finite photon number in
the detector during the homodyne detection. Then, we
build an histogram of the probability distribution. We
divide the probability distribution function into m in-
tervals as follows in the real axis of the possible value
for }71(1) () and }72(1) (#). m — 2 intervals are equidistant
with a size given by the precision ¢ and the two others
represent the tails. More precisely, they are defined as

Alz} —oo,—(m—z_Q)e},Agz} —(mQ—_Q)e,—we

Ay = ] (’”—;4)6, (?71_2*2)6} J Ay, = } (m;2)e, +00 [ Since for

value mT*QG > 3 the probability that the observation falls
in the tails are very small (1073), we can fix the number
of interval to be m ~ 6/e to have significant intervals.
The 2N data are distributed statistically among the m
intervals. If these data are compatible with a normal dis-
tribution, the number of data O (0) falling in a specific
interval k should be close to the expected number Ej de-
fined as:

g eee sy

1
E) = 2N/ dy——eV/2,
YyEAL ™

(76)

The normalisation condition imposes >,"; E = 2N. Ac-
cording to standard statistic analysis [14], one shows that

for large sample sizes 2N, the quantity:

XQE — Z (Ek _Eokk(e))Q (77)

k=1

follows a Chi square distribution with m — 1 degrees of
freedom. We define pg the probability of confidence for
which we can accept the assumption of the Gaussian dis-

tribution for the observables }A/l(i) (0) and Yz(i) (0) given the

particular value of 8 chosen. For large m, this interval is
delimited by x% < X2Ep such that:

1 1 (X~ (m—1)
—+ —eaf | 2—xn0—"| =p&.
2 "2 ( 2(m — 1) PE

If on the other hand, the observed values are within the
complementary interval, we can reject the assumption of
a normal distribution and thus conclude that within a
probability pg of confidence eavesdropping has occured.

(78)

5.2 Normality tests

Rather than carrying out both type of tests, it is suffi-
cient to carry out only two normality tests. To determine
what is the correct value for 8, we test if the probability
distribution or histogram obtained with the two possible
values of # is compatible with what is predicted by the
theory. We test the normality of the observable for both
the observed distribution sets Oy (0 = 0) and O (0 = 7/2)
given a probability p of confidence. Again there are four
possibilities: see Table 2.

The number of measurement N necessary to estimate
f within probability p of confidence is difficult to express.
But we can use the formula (75) since any data which
presents larger variance than expected has a different his-
togram.

From these considerations, we are ready to define a
protocol.

5.3 Protocol

1. In order to receive [ bits of information, Bob creates
NI pairs of entangled squeezed modes with squeezing
parameter 77 (1 < i < N, 1 < j < [). One mode
of the pair is kept private and measured by Bob, the
other is sent to Alice.
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2. Bob chooses to measure the quadrature ZAQ(W )
the angle 953”).

3. Alice encodes the secret bit 0) and chooses to measure
the quadrature me) under the angle 91(:’” = QZ)XJ) +
90U)

4. Alice communicates to Bob her results ZAfl’j ) and the

angle (bfj’] ) through a public channel.

5. For each bit taken separately, Bob carries out two Chi
square statistical tests on variance to determine the
value of the bit § = 0 or w/2 or if eavesdropping has
occured or even if we should discard the bit informa-
tion. Once 0 is determined, Bob carries out the test
on normality to determine effectively if eavesdropping
has occured.
or
For each bit taken separately, Bob carries out two sta-
tistical tests on normality to determine the value of
the bit § = 0 or 7/2 or if eavesdropping has occured
or even if we should discard the bit information.

6. We discard at random a subset of bit data which are
used publicly to test the bit error rate caused by an
eventual shift transformation of an angle 4.

7. The remaining bits are used to create a key distribu-
tion known only to Alice and Bob.

under

6 Conclusion

In summary, we developed a quantum cryptography pro-
tocol using EPR correlated continuous variables. This
scheme is based on the principle that any decryption of
the message requires both measurements of a private sig-
nal and an encrypted signal by Alice. On the contrary to
the single photon system, the determination of any shared
key bit requires many quadrature measurements and no
data are discarded when Alice and Bob use a different ba-
sis (quadratures components) for their measurements. As
a consequence, statistical tests are provided to determine
the key bit and if eavedropping has occured.

The protocol works also for a lossy quantum commu-
nication channel but more data are needed in order to de-
termine the key bit with a high probability of confidence.

Although security considerations have been estab-
lished, a complete proof of the unconditional security for
our protocol remains still an open issue. Nevertheless, we
showed that in the case of a perfect transmission any mod-
ification introduced by Eve induces necessarily some mod-
ification in the probability distribution. In the presence of
losses in the transmission, Eve is restricted to make a sin-
gle attack.

To prove unconditional security, we still need to show
that the statistical tests determine efficiently any modifi-
cation of the distribution. The protocol described in this
paper is not the only possibility and could fail, for exam-
ple, to be sensitive to an attack of small intensity or some
coherent attack. No analysis has been done on whether
better statistical tests are more efficient or on whether
there exists a more confidential way to encode the key.
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The elegant concept of mutual information introduced by
Shannon could help us to progress in this analysis [5].

Other directions for a future research work include the
extension to continuous waves and the study of the imper-
fection in the photon counting of the detector which also
degrades the correlations.

The author thanks L.A. Lugiato for useful remarks and sug-
gestions on the manuscript and A. Gatti, N. Lutkenhaus, N.J.
Cerf, S.M. Barnett and N. Korolkova for helpful discussions.
This work was supported by the network QSTRUCT of the
TMR program of the EU.

7 Appendix

We start from the Fourier transform of (12):

o [e.¢] .
/ dsl/ dsg el(s120F5222) (), 29) =

(@[e!P D2y . (79)
Using (1), equation (79) becomes:
<Lp|eizl,(9A)sl+12252|g;>
= 1(0]3(0] 1 O)or¥i%2525]0) o),
= 1(0la(0]eS" (Zr Gt 2225 0} o), - (80)

Taking the explicit expression for the quadrature opera-
tors (3, 4), we can apply the Bogoliubov transformation
to each individual operator:

S'T&pé' = coshra, + sinh rdg

(81)
STa58 = coshray + sinh T&I. (82)
We obtain:
<W|ei21/(9A)81+12282lw> —
. 1

1{0]2(0fe 18t ee0)1[0),  (83)
Wher_e Uy = slei?*‘ coshr + see B ginhr and us =
s1e P4 ginhr + $9e'%5 coshr. The exponential operator is

a displacement operator which acts on the vacuum state
to give a coherent state. Using the property that for any u:

(o) . n
(ofetsa!++ o) = fofe /2 32 By — g2,

n=0 n!
(84)
Equation (83) becomes:
<g,|eiZl/ (9A)81 +12282 |W> —
e~ 1 [cosh(QT) (s2452)+sinh(2r) cos(0a+05)2s1 32] ) (85)

Making the inverse Fourier transform of (85), we arrive
at (13).
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